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keySTREAM™ Firmware Over-The-Air Update

Firmware Over-The-Air Update with keySTREAM-
ECC608-TMNGTLS

Description

Firmware Over The Air (FOTA) is a critical technology that enables remote updates of embedded
device firmware without the need for physical access. This capability is essential for maintaining
device security, deploying new features, and fixing bugs in a scalable and efficient manner.
keySTREAM Connect is a secure, cloud-based platform designed to streamline and manage the FoTA
process across a wide range of loT devices.

Implementing FOTA with keySTREAM Connect and ECC608-TMNGTLS not only reduces operational
costs and minimizes downtime but also enhances the overall reliability and security of connected
devices. This use case demonstrates how organizations can efficiently manage large-scale device
fleets and deliver continuous improvements to their products in the field.

ATECC608-TMNGTLS keySTREAM Firmware Over-The-Air Update

‘ Customer [ tPDs ‘ ‘Est‘ ATECC608 | | keySTREAM

Provisionin

Register and configure keySTREAM account

Generate signing key pair in keySTREAM.

Develop initial components (e.g., bootloader, application)

Request and obtain signatures for initial components

Retrieve signing public key

Load signing public key

Provision signed initial components to Host MCY

Upload updated component when available.

Connect and retrieve current component version informatioq |

Determine if component update is required

alt / [Component is outdated]

Download latest component

Verify signature of downloaded component

alt / (sig

Install updated component

[Sighature verification failed]
Abort installation and log error

[Component is up to date]
No action required

<]

Customer ‘ TPDS ‘ ‘ Host ‘ ATECC608 keySTREAM

Figure-1
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keySTREAM™ Firmware Over-The-Air Update

Training Video

PLATFORM

DESIGN SUITE

¥

How to setup the ECC608 TrustMANAGER with keySTREAM from Kudelski loT

Figure-2
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keySTREAM™ Firmware Over-The-Air Update

Prerequisites

* Software
o Trust Platform Design Suite (TPDS)
o MPLAB® X IDE

o Serial monitor program ("e.g. TeraTerm")

* Hardware
o CryptoAuth Pro Trust Platform Development Kit (EV89UQ5A)
o WIFI WINCS02: EV68G27A

= Firmware version needs be 3.0.0 or higher

= Device Firmware Update (DFU) guide
> Micro USB cable

. Page 5
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https://www.microchip.com/en-us/products/security/trust-platform/tpds
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keySTREAM™ Firmware Over-The-Air Update

Setup

« Connect WINCS02 on MicroBus2 (MB2) connector as shown below
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Figure-3

 Ensure both the ON and CTS switches are in the ON position in the Dual SPST DIP Switch (SW500)
for selecting onboard ECC608 TRUSTMANAGER device. The I2C device address of ECC608
TRUSTMANAGER device is 0x70

+ Connect the micro USB port on the board to the computer using a micro USB cable.

« Make sure the MPLAB X path is set in File -> Preferences -> MPLAB X path on TPDS.
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keySTREAM™ Firmware Over-The-Air Update

¥ Settings - Trust Platform Design Suite X

System settings

Package installation path tpds application

MPLABX path k::/Program Files/Microchip/MPLABX/v6.20

) Minimize to tray

@ Look for updates upon start up

Cancel

Figure-4
« Instructions for loading Factory program the CryptoAuth Pro Trust Platform kit (EV89UO05A)

o Go to the TPDS "Utilities", click on "Device Interactions", select the EV89UO5A board.

Home Usecases Secure Exchange Process Configurators Parts Parametric Chart Learning Center

TPDS Integrated Utilities

Device Interactions  Manifest  Certificate Decoding  Package Manager

Supported Boards

| < @ R 9 |@

DM320118 DM320109 ATSAMES54-XPRO EV62VB7A EVI0EE9A EVB9UO5A
EV76R77A EVOEX38A EVO9H35A EV1EW43A EV33A17A

ek

Figure-5

o click Factory program and wait until the process in completed, you will see a message when it is
done

v Success X

EVB9UOSA is factory programmed
Figure-6

« After factory programming process is complete, launch the Terminal application (e.g., TeraTerm)
on your computer.

« Connect to the Virtual COM port and configure the serial settings as follows:

o Baud : 115200
o Data : 8 Bits

o Parity : None
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keySTREAM™ Firmware Over-The-Air Update

o Stop : 1 Bit

o Flow Control : None

« Press the Reset button on the CryptoAuth Pro Trust Platform Development Kit and observe a
similar log

-- CRYPTOAUTH PRO TRUST PLATFORM --
-- Compiled: Jun 4 2025 17:17:21 v1.0.0 --
-- Console log (115200-8-N-1) --

KitParser Version: v3.2.1

Device Discovery
I2C ECC608C CO
I2C ECC608C 70
I2C ECC608C 6C
I2C ECC608C ©6A
Completed

Figure-7
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keySTREAM™ Firmware Over-The-Air Update

keySTREAM Account Setup and Requirements

« Step 1: Creating a Kudelski keySTREAM account

@ M|CRDCH|p © 2025 Microchip Technology Inc. and its subsidiaries

> You must create an account on the Kudelski keySTREAM portal to proceed with the use case.
Registration is free.

> Go to the following link for account creation: Register link

o Click on register.

KUDELSKI
1€ THINGS i

SECURELY CONNECT, MANAGE & UPDATE YOUR IOT DEVICES

A device-to-cloud solution for securing all the key assets of your loT
ecosystem, end to end and during its entire lifecycle.

m’g_‘r Connect To KeySTREAM

Figure-8

o Provide the information required for account creation. A verification email will be sent to the
provided email address.

1/2 2/2

Register Create your password

o

Microchip

jackdilmasters

Jack Dill

©

email@address.com

{ | have read and agree to the Privacy Policy.
Already have an account?

¥ | have read and agree to the Terms & Conditions

Already have an account? L

Figure-9
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keySTREAM™ Firmware Over-The-Air Update

o Look for the verification code in the registered email. Enter the verification code once it is
available to you. Once the correct code is entered, you should see a successful account creation
message.

- WARNING: No two accounts can have the same workspace similarly to email addresses. No two
different user can create the same email addresses.

Verify your email
Creating your account on keySTREAM

x at adithya.yuri@gmail.com and

nail adithya.yuri@gmail.com and the

password you set d

Figure-10
- SUPPORT: If you experience issues creating the account contact directly: iot.ops@nagra.com
« Step 2: Creating a fleet profile under the keySTREAM portal.

o In this step, we will create a fleet profile under the Kudelski keySTREAM portal. A fleet profile
could represent a product line or a subdivision under a product line. For example, you can set up
a fleet profile for a line of internet-connected thermostats; this will let you remotely manage
those specific devices. During the creation of the fleet profile, we will provide information
required for creating a Root CA that will be used for this specific set of devices. All the devices
under the fleet profile will be signed by this Root CA certificate. Each created fleet profile will
always have a Root CA certificate associated with it.

> Log in to the Kudelski keySTREAM portal.

KUDELSKI
I CTHINGS McRnsie.

Key

STREAM

SECURELY CONNECT, MANAGE & UPDATE YOUR IOT DEVICES

A device-to-cloud solution for securing all the key assets of your loT
ecosystem, end to end and during its entire lifecycle.

Connect To KeySTREAM

Figure-11

o Upon completing the registration process, you will gain access to your own tenant on the
keySTREAM Saa$ platform from Kudelski loT.
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keySTREAM™ Firmware Over-The-Air Update

Signing in on keySTREAM portal

+ To sign in to the keySTREAM portal, please locate the link provided in the email from the Kudelski
loT Onboarding Portal confirming the creation of your keySTREAM tenant. This email includes
comprehensive instructions, so ensure you review it carefully.

« Alternatively, go back to the keySTREAM portal viathis link and click Login to keySTREAM. Once
logged in, you will be redirected to the home page.

D keySTREAM i FleetM Kotawdwadawdawwadwad:prod + N

Figure-12

« For the upcoming steps, it's essential to be signed in to the keySTREAM portal.

Creating a Fleet Profile
* A Fleet profile:

o |s a label attached to a fleet of devices sharing the same configuration
- Serves as a link between you, the device manufacturer, and the devices you will have in the field.
> Will be referenced both on keySTREAM and in your device firmware.

> Is identified by a Fleet Profile Public UID that is easily readable by a human, as further
explained below.

o the first 4-digits of the Fleet provide will be part of the ECC608 ordering part number.
* The keySTREAM portal allows you to create a Fleet Profile and attach a configuration to it:

+ Click on Fleet & PKI from the left panel as shown in the figure below.
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R keySTREAM

Microckie

>  Getting Started

3 Fleet&PKI

Eﬁ Device Ownership

LG My Devices

[&] System

Dashboard

B  Documentation

Fleet & PKI

2-TIERROOTCA | FLEET & CERT

keySTREAM™ Firmware Over-The-Air Update

A Fleet of chipsets is managed by means of a keySTREAM Fleet Profile. A Fleet Profile represents common characteristics of a set of chipsets from a
keySTREAM perspective, that are required for proper operations. To properly onboard a chipset when in the field, the chipset must have an associated Fleet Profile
Public Uid within the chipset, and a matching Fleet Profile within keySTREAM. These Fleet Profiles are defined and managed on this page. Click the Create button

to set up a new Fleet Profile.

Fleet Profiles & Certificates

Filter by v t
Fleet Profile Public Intermediate CA
PKI Root CA Name Created
Uid Name
2024-05-31
N/A .
11:46:04.000
N/A
e = 2024-05-21
Page 1 of 1 5 rows

Figure-13

« Click on FLEET & CERT and CREATE as shown in figure below.

@ KeySTREAM

MicrocHie

>  Getting Started
(G5 Device Ownership
L0 My Devices

[&] system

§ Dashboard

B Documentation

Fleet & PKI

2-TIERROOTCA  FLEET & CERT

Modified

2024-05-31
11:46:04.000

2024-03-25
16:22:45.000

2024-05-21

Action

Getror © @ /' &
<

GetPoP & @ 2 B
4

GetPoP a2 @ ' W

A Fleet of chipsets is managed by means of a keySTREAM Fleet Profile. A Fleet Profile represents common characteristics of a set of chipsets from a
keySTREAM perspective, that are required for proper operations. To properly onboard a chipset when in the field, the chipset must have an associated Fleet Profile
Public Uid within the chipset, and a matching Fleet Profile within keySTREAM. These Fleet Profiles are defined and managed on this page. Click the Create button

to set up a new Fleet Profile.

Fleet Profiles & Certificates

Filter by =

Fleet Profile Public
K Root CA Name

Uid

Intermediate CA
Created

Name

2024-05-31
11:46:04.000

2024-03-25

NA
16:22:45.000

of 1 5 rows

Figure-14

+ A popup window appears:

ﬁ\ MICROCHIP

Modified

2024-05-31
11:46:04.000

2024-03-2
16:22:45.000

2024-05-21

© 2025 Microchip Technology Inc. and its subsidiaries

Action

cetror & @ /' B
<
Getror @@ /' §
<

GetPoP 2@ ' W
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keySTREAM™ Firmware Over-The-Air Update

Create Fleet Profile

Fleet Profile Public Uid

Fleet Profile ® BKFZ:

Public Uid *

Model Model

Brand Brand

Manufacturer Manufacturer

* is required

DISCARD ’ ‘ NEXT ‘
Figure-15

o The following fields can be configured:

= Fleet Profile Public Uid (required): A unique URI string identifying the Fleet Profile. It is
advised to avoid creating two Fleet Profiles with the same name. The final Fleet Profile Public
UID will be a concatenation of an auto-generated prefix (e.g., 954F:) and the Fleet Profile Public
UID (example.org:dp:network:device) that you have defined. The final Fleet Profile Public UID
would look like 9S4F.example.org:dp:network:device.

= Model, Brand and Manufacturer: These are optional and purely informational, for your own
use.

- Upon clicking on NEXT, you can create your own 1-tier Root Certificate Authority (CA) associated
with this new Fleet Profile:

. Page 13
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keySTREAM™ Firmware Over-The-Air Update

Create your 1-Tier or 2-Tier PKI

@ 1-Tier PKI @

1-Tier Root CA Common Name
O (CN) * ® | 1-Tier Root CA Common Name (CN)

Self-Signed

: 1-Tier Root CA Organization (O _ L
I+ o 1-Tier Root CA . ® | 1-Tier Root CA Organization (O

1N te _ . ~ .

- ® | 1-Tier Root CA Certificate Validity
Device Operational
Certificate
Device Operational Certificate Validity . - P
. Device Operational Certificate Validity

Automatic Leaf Certificates Renewa

* is required

DISCARD

Figure-16

o This is the step where you create your customized 1-tier Root Certificate Authority secured by
Kudelski HSMs. The following fields will have to be configured:

= Root CA Common Name (CN): This field is restricted to a fixed length of 16 bytes. If your input
is shorter, it will be right-padded with spaces; a longer input will be truncated.

= Root CA Organization (0): This field is restricted to a fixed length of 16 bytes. If your input is
shorter, it will be right-padded with spaces; a longer input will be truncated. Note that the
Organization Unit will be hardcoded to TrustMANAGER.

= Root CA Certificate Validity(Years): Number of years of validity for the Root CA.

= Device Operational Certificate validity (Years): The number of years of validity for the
Device Operational Certificate. It must be shorter than the Root CA Certificate validity.

o After you click on COMMIT, a newly configured Fleet Profile with its freshly created custom Root
CA appears in the list below:
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keySTREAM™ Firmware Over-The-Air Update

2-TIER ROOT CA FLEET & CERT

A Fleet of chipsets is managed by means of a keySTREAM Fleet Profile. A Fleet Profile represents common characteristics of a set of chipsets from a
keySTREAM perspective, that are required for proper operations. To properly onboard a chipset when in the field, the chipset must have an associated Fleet Profile
Public Uid within the chipset, and a matching Fleet Profile within keySTREAM. These Fleet Profiles are defined and managed on this page. Click the Create button
to set up a new Fleet Profile.

Fleet Profiles & Certificates

@ Profile BKFZ:DEMO_PROFILE created successfully

Fleet Profile Public Intermediate CA
PKI Root CA Name Created Modified Action
Uid Name
BKFZ:DEMO_PROFILE  1-Tier DEMO NA 202907318 20240118 GetPoP & @ /' B
14:50:52.000 14:50:52.000 o
Figure-17

o All devices that are configured with this Fleet Profile will be provisioned with a unique device
certificate signed by the certificate authority (CA) associated with this Fleet Profile when they
register on keySTREAM.

Creating a 2-Tier Fleet Profile with a keySTREAM generated rootCA

Some companies security policies requires the root CA to be separated from the device certificate.
That's where the Intermediate Certificate Authority (ICA) brings its meaning. Here the rootCA, ICA,
are generated and protected within Kudelski HSMs.

o If you need to create a 2-Tier Fleet Profile, follow the steps below:

o Root CA of your 2-Tier PKI: You can have only one 2-Tier Root CA, which will sign as many 2-Tier
Intermediate CAs as needed.

o Click on Fleet & PKI from the left panel, then select 2-TIER ROOT CA, and finally click on OK as
shown in the figure below.

Page 15
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keySTREAM™ Firmware Over-The-Air Update

c\ KeySTREAM H Fleet & PKI kiot:Gokul.com:prod v | muraligokul1730@gmail.com &

MicrocHie

S

Fleet & PKI
This page is applicable only for 2-Tier PKI. It is not used for 1-Tier PKI. Define here the Root CA of your 2-Tier PKI. You can have only one 2-Tier Root CA. which

will sign as many 2-Tier Intermediate CAs as needed

Et‘: Device Ownership

O My Devices H 2-Tier Root CA m

System
Root CA Name Subject Expiration Date Action

§  Dashboard No Rows Found

Documentation

Figure-18

> A popup window appears :

+ Create 2-Tier Root CA

® | Common Name (CN)
Organization (0) * ® | Organization (0)
® Certif]

icate Validity

* is required
DISCARD

o After creating a ROOT CA, a pop-up will appear indicating that it has been successfully created, as
shown below.

Figure-19

Page 16
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keySTREAM™ Firmware Over-The-Air Update

0 Success

You have successfully created your Root CA.
Now click on Fleet Profiles tab to define your Fleet Profiles & configure your
PKI.

Figure-20

o Click on FLEET & CERT and CREATE, as shown in figure below.

2-TIER ROOT CA FLEET & CERT

A Fleet of chipsets is managed by means of a keySTREAM Fleet Profile. A Fleet Profile represents common characteristics of a set of chipsets from a

keySTREAM perspective, that are required for proper operations. To properly onboard a chipset when in the field, the chipset must have an associated Fleet Profile
Public Uid within the chipset, and a matching Fleet Profile within keySTREAM. These Fleet Profiles are defined and managed on this page. Click the Create button
to set up a new Fleet Profile.

Fleet Profiles & Certificates
Filter by v Filter value “
Fleet Profile Public Intermediate CA
PKI Root CA Name Created Modified Action

Uid Name
2024-05-21 2024-05-21 Getpor @@ /' B
12:05:51.000 12:05:51.000 's)
2024-07-18 2024-07-18 GetPor © @ /' B
14:50:52.000 14:50:52.000 s

o 2024-05-31 2024-05-31 GetPoP €2 @ » W

Page 1 of 1 5 rows v

Figure-21

> A popup window appears :

Page 17
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keySTREAM™ Firmware Over-The-Air Update

Create Fleet Profile

Fleet Profile Public Uid

Fleet Profile ® BKFZ:

Public Uid *

Model Model

Brand Brand

Manufacturer Manufacturer

* is required

=a
Figure-22

» Upon clicking on NEXT, you can create your own Root Certificate Authority (CA) associated with

this new Fleet Profile:
Create your 1-Tier or 2-Tier PKI

6 2-Tier PKI Self-igned Q 1-TierPKI| @ 2-Tier PKI

2-Tier Root CA

a 1:N
- m
1:1
1N

D Operational
Certificate

2-Tier Root CA EDEP:«“.O!R(VDOT,CA

2-Tier Intermediate CA Ti .
Common Name (CN) * @ El-mf; [(r;}ﬁlr\medlate CA Common

2-Tier Intermediate CA

Organization (0) * ® | 2-Tier Intermediate CA Organization

2-Tier Intermediate CA

Certificate Validity (years) * ® | 2-Tier Intermediate CA Certificate

Validity

Device Operational Certificate Validity

(vears) * Device Operational Certificate Validity

Automatic Leaf Certificates Renewal D | Renew before (days)

* is required

Figure-23

o After you click on COMMIT, a newly configured 2-Tier Fleet Profile with its freshly created custom
Root CA appears in the list below:

Page 18
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keySTREAM™ Firmware Over-The-Air Update

2-TIER ROOT CA FLEET & CERT

A Fleet of chipsets is managed by means of a keySTREAM Fleet Profile. A Fleet Profile represents common characteristics of a set of chipsets from a

keySTREAM perspective, that are required for proper operations. To properly onboard a chipset when in the field, the chipset must have an associated Fleet Profile

Public Uid within the chipset, and a matching Fleet Profile within keySTREAM. These Fleet Profiles are defined and managed on this page. Click the Create button

to set up a new Fleet Profile.

Fleet Profiles & Certificates

& Profile BKFZ:DEMO_2TIER created successfully

Fleet Profile Public Intermediate CA
PKI Root CA Name Created Modified Action
Uid Name
2024-07-18 2024-07-18 GetPoP @& @ /' 1§
BKFZ:DEMO_2TIER 2-Tier DEMO_ROOT_CA I0T_NAGRA AT RTINS e
Figure-24

Creating a 2-Tier Fleet Profile with your own rootCA

Some companies security policies requires the root CA to be separated from the device certificate.
That's where the Intermediate Certificate Authority (ICA) brings its meaning. Here you are given the
option to bring your own rootCA instead or using the keySTREAM generated rootCA

« If you need to create a 2-Tier Fleet Profile, follow the steps below:

o Under "Fleet & PKI" in the "import your Bring-your-own RootCA for 2-tier PKI" click on the

"Import" button

n Import your Bring-your-Own Root CA for 2-Tier PKI

Figure-25

o Choose the .pem or .der file containing your rootCA

+ Import your Bring-your-Own Root CA for 2-Tier PKI

The following certificate formats are supported: *.pem and *.der.
Target embedded system limitations lead to several constraints on the Root CA.®@

Certificate *  Choose File | No file chosen

* is required DISCARD

Figure-26
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keySTREAM™ Firmware Over-The-Air Update

o [WARNING] Root CA of your 2-Tier PKI: You can have only one 2-Tier Root CA, which will sign as
many 2-Tier Intermediate CAs as needed.

o Click on Fleet & PKI from the left panel, then select 2-TIER ROOT CA, and finally click on OK as
shown in the figure below.

’S\ KeySTREAM H Fleet & PKI kiot:Gokul.com:prod ~ | muraligokul1730@gmail com &

Microchie

[ FleetaPki
This page is applicable only for 2-Tier PKI. It is not used for 1-Tier PKI. Define here the Root CA of your 2-Tier PKI. You can have only one 2-Tier Root CA. which

will sign as many 2-Tier Intermediate CAs as needed.

L0 My Devices H 2-Tier Root CA m

(Z  Device Ownership

System
Root CA Name Subject Expiration Date Action
Dashboard No Rows Found
Documentation
Figure-27

o Click on FLEET & CERT and CREATE, as shown in figure below.

2-TIER ROOT CA FLEET & CERT

A Fleet of chipsets is managed by means of a keySTREAM Fleet Profile. A Fleet Profile represents common characteristics of a set of chipsets from a

keySTREAM perspective, that are required for proper operations. To properly onboard a chipset when in the field, the chipset must have an associated Fleet Profile
Public Uid within the chipset, and a matching Fleet Profile within keySTREAM. These Fleet Profiles are defined and managed on this page. Click the Create button
to set up a new Fleet Profile.

Fleet Profiles & Certificates

Filter by - € FIND
Fleet Profile Public Intermediate CA
PKI Root CA Name Created Modified Action
Uid Name
2024-05-21 2024-05-21 GetPoP @ @ /' W
12:05:51.000 12:05:51.000 Z
2024-07-18 GetPoP @@ /' B
14:50:52.000 'S
o 2024-05-31 2024-05-31 GetPoP €2 @ 2 W
Page 1 of 1 5 rows v
Figure-28

o A popup window appears :
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Fleet Profile
Public Uid * @

Model

Brand

Manufacturer

* is required

Figure-29

keySTREAM™ Firmware Over-The-Air Update

Create Fleet Profile

Fleet Profile Public Uid

BKFZ:
Model
Brand

Manufacturer

» Upon clicking on NEXT, you can create your own Root Certificate Authority (CA) associated with

this new Fleet Profile:

o select the external rootCA previously imported

Create your 1-Tier or 2-Tier PKI

Q 2-Tier PKI Self-signed QO 1-TierPKI| @ 2-Tier PKI

2-Tier Root CA

2-Tier Root CA

° 1:N
Fleet Profile . .
1N

Common Name (CN) *

2-Tier Intermediate CA
Device Operational Organization (0) *
Certificate
2-Tier Intermediate CA
Certificate Validity (years) *

Device Operational Certificate Validity

(years) *

DEMO_ROOT_CA

2-Tier Intermediate CA Common
Name (CN)

(O]

® | 2-Tier Intermediate CA Organization

® | 2-Tier Intermediate CA Certificate
Validity

Device Operational Certificate Validity

Automatic Leaf Certificates Renewal D | Renew before (days)

* is required

Figure-30

o After you click on COMMIT, a newly configured 2-Tier Fleet Profile with its freshly created custom

Root CA appears in the list below:

@ M|CR°CH|p © 2025 Microchip Technology Inc. and its subsidiaries
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2-TIER ROOT CA FLEET & CERT

A Fleet of chipsets is managed by means of a keySTREAM Fleet Profile. A Fleet Profile represents common characteristics of a set of chipsets from a

keySTREAM perspective, that are required for proper operations. To properly onboard a chipset when in the field, the chipset must have an associated Fleet Profile

Public Uid within the chipset, and a matching Fleet Profile within keySTREAM. These Fleet Profiles are defined and managed on this page. Click the Create button

to set up a new Fleet Profile.

Fleet Profiles & Certificates

Obtaining an APl key

& Profile BKFZ:DEMO_2TIER created successfully X
Filter by M “ m
Fleet Profile Public Intermediate CA
PKI Root CA Name Created Modified Action
Uid Name
BKFZ:DEMO_2TIER 2-Ti DEMO_ROOT_CA I0T_NAGRA 20240718 20240718 cetbo? & @ /' W
y -Tier Y
- © - - - 15:37:07.000 15:37:07.000 o
Figure-31

« From the keySTREAM portal, you can generate an API key that you'll need later on. Here is how to

obtain it:

> On the left panel, click on System, then on the tab API KEYS.

Device Ownership

My Devices

System

- On the right hand side, click on CREATE.

AFTKEYS dliow you U

APl Keys

Filter by

Figure-32

> The Create APl Key popup window appears :

@ M|CRDCHIP © 2025 Microchip Technology Inc. and its subsidiaries

Name

2tierPKltestAPlkey
Autoclaim12825

autoclaimiest
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+ Create APl Key

Name

Name *

Role* ® | Devices Administrator v
Validity (hours) )

* is required

‘ DISCARD ’

Figure-33
- The Name field can be freely chosen.

> The Role to be selected here is Devices Administrator (aka dmAdmin)
» The Validity can be specified in hours or left empty, in which case the API key will never expire.
o Click Commit to create the API key, which will appear in the list of API keys.

« Locate the API key that you just created, in the list, and on the Action column, click the pencil icon
(tooltip: Edit):
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n API Keys

& APIKey created successfully

keySTREAM™ Firmware Over-The-Air Update

mutschler@gmail.corr

kiot:nic.vu:prod ~

API KEYS

API keys allow you to access keySTREAM APIs restricted by different roles. @

X

CREATE

Filter by
Name Role Modification Date Expiration Date Action
Devices Administratc 2024-03-15 18:09:48.000 2024-06-23 19:09:48.000 i
1 of 1 5rows %
Figure-34
+ A popup window appears, Edit Api Key:
/ o Step 2: Hit the button to [Step 1: Hit button to}
Edit Api Key copy key to clipboard see the API key
Name M24_Api_key
Secret XXXXXOCOXOXXXHX XXX XXXHXKHXKX XX RKAXXXXXXXX ‘ B ‘ ‘ * ‘
Role dmAdmin

Basic Credentials
(API Key)

0.9.9.0.9.0.9.0.0.9.0.09.0990.09900000000000000009090004 Tl '—D l ‘ l Ql

Expiration Date

2037-12-31 19:00:00.000

CLOSE DOWNLOAD CREDENTIALS m

Figure-35

The API key that is expected in this use case is the value in the field "Authorization Token". Unmask it
by clicking on the eye button on the right, then copy/paste it somewhere for later use. You can also
click the DOWNLOAD CREDENTIALS button; the downloaded file contains the same
"BasicCredentials" field, among other metadata.

ﬁ\ MICROCHIP
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Creating Signing Key Pairs

* From the keySTREAM portal, you can generate or upload your own asymmetric keys for signing
firmware for example. The signing private key is protected in the keySTREAM HSM.

+ On the left panel, click on Services, then on the right-hand side, click on CREATE.

Kiottpds-iot:prod ~ | abhijth kota@microchip.com 2

D keySTREAM i Services

Mirocun

> Getting Started SIGNING  SYMMETRICKEY  CONFIGURE SERVICES

Fleet & PKI
8 P Create Asymmetric Keys or upload your own ones. The private key is used to sign the firmware image, while the public key can be later in-field provisioned inside the target embedded system

G2 Device Ownership
Signing Key Pairs

[0 My Devices
Name Action

) FOTA
System

No rows found

Dashboard

Documentation
Page 1 of 1 srows v

Figure-36
* A popup window appears:

o Select
You ask keySTREAM to generate the entire Key Pair. You provide its name. You will have to sign

with the keySTREAM sign API .

o Enter the Name for the Key and click on COMMIT

Create a Signing Key Pair

| @ You ask keySTREAM to generate the entire Key Pair. You provide its name. You will have to sig]
with the keySTREAM sign API.

O You upload the Public Key from a Key Pair you own. You provide its name. You will sign
yourself with the corresponding Private Key.

You upload an X.509 certificate, keyStream extracts the Pub Key from the certificate. The name
O can be given, if not it will be extracted from the certificate. You will sign yourself with the

corresponding Private Key.

Name

TEST_KEY

* is required DISCARD

Figure-37
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o keySTREAM will create an asymmetric key pair for signing operations, and this key can be used
with the keySTREAM Sign REST API to sign your data.

SIGNING  SYMMETRICKEY  CONFIGURE SERVICES

Create Asymmetric Keys or upload your own ones. The private key is used to sign the firmware image, while the public key can be later in-field provisioned inside the target embedded system.

= Signing Key Pairs

(& signing Key Pair created successfully X
Name Action
TEST_KEY [ X |
Figure-38

o Alternatively keySTREAM gives you the options to either upload your own public key or upload an
entire X509 certificate containing the public key corresponding to the private you took the
responsibility to generate securely in your own environment

@ You upload the Public Key from a Key Pair you own. You provide its name. You will sign
yourself with the corresponding Private Key.

You upload an X.509 certificate, keyStream extracts the Pub Key from the certificate. The name
O can be given, if not it will be extracted from the certificate. You will sign yourself with the
corresponding Private Key.

Figure-39

At this point in time of the setup, all your cryptographic assets needed to start the FOTA use case
are ready.
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Opening the ATECC608-keySTREAM Firmware Over-The-Air
Update Usecase

+ Open TPDS and navigate to the Use Cases section.
* Select the kit as CryptoAuth Pro Trust Platform

« Select Usecase as keySTREAM Firmware Over-The-Air Update under ECC608-TMNGTLS

W Trust Platform Design Suite i o
File  Help
8 \ \ -
Tools sy e e > T . - seare s N vroen .
Webviews Concepts Identification Evaluation {7 Prototyping 4 Integration Configuration Prot ing Piooass Samples

B3| Trust Platform Design Suite: Home  Usecases  Secure Exchange Process nfigurators  Parts Parametric Chart  Learning Center  Utilities

MPLAB

=

Step-1: Select Use Case Step-4: Execute Firmware

+ The MPLABX embedded project s
ailabl in the usecase example on
the target Development Board/Kit

* Usecases can be filtered based on
Application Category, Pr ategory,
Provisioning Flow, and Kit/Board using the
respective dropdown

« Al available use cases will be listed in the

« Usecase Discription: Provides Insigts on
each Usecase

Cryptographic Asset list:
for the Usecase are liste

X IDE

dropdown menu « Training Videos: = e
« Usecases are grouped based on the « Transaction Diagra ]
secure elements. Diagram represent al Q
« Clickon the "U d to successfully implement the resourcedh
« Selectaus: e, during development and « The speci
and tryito product delivery to the end-use: are detal ECC608-TMNGTLS
st

© Copyright (¢) 2018-2025 Microchip Technology Inc. and its subsidiaries
Usecases

Subject to your compliance with these terms, you may use Microchip software and any derivatives exclusively with Microchip products. Itis your responsibility to comply with third party license terms applicable to your use of third party software

fincliding nnen snirre software) that mav accomnany Micrachin snftware: THIS SOETWARF IS SHPPEIFD RY MICROCHIP“AS IS NN WARRANTIFS WHETHFR FXPRFSS IMPIIFN R STATIITORY APPIY T0 THIS SOETWARF INCIHIDING ANY IMPI IFD

Figure-40

+ The keySTREAM™ Firmware Over-The-Air Update Usecase will open as below:

@ Guide O ProtoProvision  {} Firmware B Directory <> Terminal () Log

& firmware without the need for physica ATECC608-TMNGTLS keySTREAM Firmware Over-The-Air Update

y that enables rem:

curity, deploying ATECC608

/g5 1n 3 scalable and efficient manner. keySTREAM

Host

Customer

P05

keySTREAM

Brovisioning
Register and configure ke

Generate signing key pa in keySTREAM.

welop intial components (e.g., oatioader, appiation)

Request and obtain signatures for intal componénts

Cryptographic Asset list

ey

Slot  Description

Provision signed intial companents to Host MC

Upload updated component when available.

 Cornect and rere

rmine i component update s required

oe
—

>
urent component version nformatiog |

Dounioad ltest component

Verity signature of downloaded componeny
L Verdy sia rponery

T

instat updated component

i

(sigmacure vestication taied]
v tion and log error

(T ———
Mo acton required

3 Customer ATECC608

)
TRLUST
PLATFORM
DESIGN SUITE

Figure-41
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Generating device manifest

Device manifest is a file that describes a specific device(s). It contains public information about the
device. This file is used in this Usecase for device claiming (Process through which you claim the
device into your account).

« Device claiming is a one time operation. For specific device this step needs to be done only once,
there is no need to redo this step for running the Usecase again. Though there are methods to
change ownership of the device, we recommend claiming device on one keySTREAM account and
using it on the same account.

« Factory program the CryptoAuth Pro Trust Platform kit (EV89UOQ5A). This step loads firmware so
TPDS can talk to the device.

o Go to the TPDS "Utilities", click on "Device Interactions", select the EV89UO5A board.

Home Usecases Secure Exchange Process Configurators Parts Parametric Chart Learning Center

TPDS Integrated Utilities

Device Interactions  Manifest  Certificate Decoding  Package Manager

Supported Boards

| < @ R 9 |@

DM320118 DM320109 ATSAMES4-XPRO EV62VBT7A EV10EE9A EVB9UO5A

& & & ® 4 ) 2 ﬁz

EV76R77A EVOEX38A EVO9H35A EVIEW43A EV33A17A

<o [ ]

Figure-42

o Click Factory program and wait until the process in completed, you will see a message when it is
done

\/ Success X
EVBSUOSA tory rograrn 2

Figure-43

« Now go to "Utilities", click on "Manifest" and follow the instructions below
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TPDS Integrated Utilities

Device Interactions | Manifest | Certificate Decoding  Package Manager

TrustPlatform Manifest Fil 2

The manifest file format is designed to co the unique information about 3 group of secure
subsystems, including unique ID (e.g., ser| mber), public keys and certificates. This was primarily
developed for CryptoAuthentication™ secure elements. However, it is structured to work for other
secure subsystems as well. To know more about manifest file formatclick here

& Open Manifest File

Manifest Generation

To generate the Manifest file, ensure that 3 TPDS-supported board with a connected Secure Element is
available. The board must be running the Kit Parser application, which enables the TPDS application to
communicate with the Secure Element via the connected board. Manifest generation will fail if the
board is not connected or not properly programmed.

The Kit Parser application can be programmed either by selecting "Factory Program’ under the "Device
Interactions’ tab or by externally loading the hex file using tools such as MPLAB X IPE. Once the board
is prepared, select the connected device, specify its |0 interface, and enter the address of the

el e T R R L Rl Pl ek S

Device: ATECC608 v
Interface: o 12C SWI @ 3
Address: [ 70 ]

& Generate l«

Figure-44
+ Select ATECC608 as Device, I12C as Interface, 70 as Address and click on Generate

« Once manifest is generated, there will be a pop-up message with the generated manifest file
location

\/ Success X
Generated Manifest Saved in

C:\Users\lIII\ trustplatform\devic

e_manifests\ATECC602_ N
I json

Figure-45

« Navigate to ~/.trustplatform/device_manifest and observe the created files. There is the JSON file
with your device UID and other metadata. This is the file which we can use to upload to TPDS to
obtain our device UID, also known as serial number.
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Name Date modified Type Size
1] ATECC608_Suummmaeas g 6/25/2025 5:04 PM JSON Source File 2 KB
# manifest_ca 6/25/2025 4:59 PM Security Certificate 1KB
D manifest_cakey 6/25/2025 4:59 PM KEY File 1KB
e ATECC608 ettty 6/27/2025 2:36 PM Compressed (zipped) Fo... 1KB
Figure-46

« Open your TPDS tab, go to "Utilities" on the horizontal pane and then "Manifest"

Home Usecases Secure Exchange Process Configurators Parts Parametric Chart Learning Center

TPDS Integrated Utilities

Device Interactions  Manifest  Certificate Decoding  Package Manager

TrustPlatform Manifest File

The manifest file format is designed to convey the unique information about
a group of secure subsystems, including unique ID (e.g., serial number),
public keys and certificates. This was primarily developed for
CryptoAuthentication™ secure elements. However, it is structured to work
for other secure subsystems as well. To know more about manifest file
format_click here

& Open Manifest File

Manifest Generation

To generate the Manifest file, ensure that a TPDS-supported board with a
connected Secure Element is available. The board must be running the Kit
Parser application, which enables the TPDS application to communicate
with the Secure Element via the connected board. Manifest generation will
fail if the board is not connected or not properly programmed.

The Kit Parser application can be programmed either by selecting "Factory
Program’ under the "Device Interactions’ tab or by externally loading the
hex file using tools such as MPLAB X IPE. Once the board is prepared, select
the connected device, specify its 10 interface, and enter the address of the
connected device to proceed with Manifest generation.

Figure-47

+ Select "Open Manifest File" and then in the window, navigate to ~/.trustplatform/device_manifest
directory and select your JSON file that TPDS generated for you.

« Select that file and you will see a window pop up asking you to upload a custom Manifest Signer
Certificate, select Yes.
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X
Verification of SignedSecureElement objects failed with MCHP Manifest Signer Certificates

Do you want to upload custom Manifest Signer Certificate?

_~ NS

Figure-48

« Select the "manifest_ca" certificate file and then you will see it display a new tab in TPDS showing
the device UID and other metadata

4 Prev Next D Processing entry 1 of 1 a

version : 2
model : "ATECC608"
partNumber : "ATECC608-Proto”
¥ manufacturer : {

organizationName : "Microchip Technology Inc"

organizationalUnitName : "Secure Computing Group"
}
Y provisioner : {
organizationName : "Microchip Technology Inc"
organizationalUnitName : "Secure Computing Group"
}
¥ distributor : {
organizationName : "Microchip Technology Inc"
organizationalUnitName : "Microchip Direct"
}
provisioningTimestamp : ' ——————

uniqueld : " ———

Figure-49

« Note the uniqueld field in your previously mentioned text document as we will need this in the
next step when we provide it to keySTREAM.

+ Navigate to your keySTREAM tab and switch to the "Device Ownership" tab and then "Device
Claiming". You may paste your Chip Unique ID into the field and then hit the "Commit" button.

. Page 31
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S

[ FleetaPK

i
Take ownership of devices either by Chip Uids (S/Ns) or by Manifest @
]

% Manifest file imported successfully X

Chip Uid (S/N) |® Chip Uid (S/N) I

Chip Uids (S/Ns) List @ | Choose File |No file chosen

[0 My Devices

System
Manifest ® [ Choose File | No file chosen
Dashboard
Documentation No. of Chip Uids
Name Reel Id Date Action
(SINs)
Figure-50

This completes the Device Claiming process on keySTREAM.

Provisioning Usecase Resources

This step prepares the embedded system by gathering the necessary resources, generates the
firmware resources, and provisions the device accordingly.

+ Double-check that you selected the right target development kit.

¥ TrustPlatform Design Sute
File Help
oot S sy 0 0§ vsecse N usecse N mmwae N Fmvare

Webviews

DRUETLCUDIIETDNN Home  Usecases  Secure Exchange Process  Configurators  Parts ParametricChart  Learning Center  Utilties

v | | product catego v || provsioning Fo

Firmware Over-The-Air Update with keySTREAM- ATECC608-TMNGTLS @oide 'Oromroks  Chammel Siokdny  <xrennd (Dl

Cryptographic Asset list ATECCG0B-TMNGTLS keySTREAM Firmware Over-The.-Alr Update

Figure-51

» Click on Proto Provision

© Trust Plstfonn Design Sute
File Help
Tools s

- _—

ppppppp Verifcation Fiesicein

Secure Exchange Process  Configurators  Parts ParametricChart  Learning Center  Utilties

Applcation Catego v | P o v || rovisioning Flo

Firmware Over-The-Air Update with keySTREAM- ATECC608-TMNGTLS

oy OTemial Doy

Cryptographic Asset ist ATECC08.TMNGTLS keySTREAM Firmwar Over-The-Alr Update

Figure-52
* Provide user Inputs:
Make sure there is no space before or after each character strings

* Fleet Profile Public UID - Enter the Fleet Profile Public UID Created in keySTREAM at Creating a
Fleet Profile

+ Authorization Token (API Key) - Provide keySTREAM Authorization Token which you have copied
in Obtaining an API key
+ Signing Key Name - Provide name of the Signing Key from keySTREAM created at Creating Signing

Key Pairs
« WiFi SSID - Provide WiFi SSID to which device needs to connect
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+ WiFi Password - Provide Wifi Password for device to connect

User Inputs &g X
Fleet Profile Public UID: Fleet Profile Public UID

Authorization Token: Authorization Token

Signing Key Name: Signing Key Name

WIFI SSID: WIF1 SSID

WiFi Password: WiFi Password

Component 1 (Bootloader):

Component 1 Info Address
Component 1 info Addre

(hex):
% i aireciien—. TR

Figure-53
« Click on Proto Provision, this will generate the resources for firmware project.

+ Click No in the pop-up asking to load generated resources into Secure Element.

Proto Provision

Resources generated, load generated resources into Secure Element?

* The necessary resources will be created in the Usecase working directory ~/.trustplatform/
keystream_fota :

Figure-54

- component_aabbccdd.hex/bin: Processed Component1 along with its signature in hex and bin
file format. aabbccdd in the file_name is fetched Image type and versions fetched from the
Component meta data.

- combined_component.hex: If both components are provided it will be merge of both
components.

- combined_component.bin: Bin file format of combined_component.hex file.
o KEY_NAME.pem: Signing Public Key retrieved from KeySTREAM.

. Page 33
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+ To open the use case working directory containing the use case resources Click on the Directory

0 Tt Pltorm Design St T
Fie Help

O—
oo il . S e e Y Pz, Pz, Dz Do Mo
— et e S D ome P S P o =

@ (rust Platform Design St

v | e o v || Provisioning Fo

Firmwar; Over-The-Air Update with keySTREAM— ATECCGOS-TMNGTLS i Pt
Cryptographic Asset list ATECCGO8.TMNGTLS keySTREAM Firmware Over-The-Alr Update
Figure-55
+ Now open the Firmware Project by clicking on the Firmware button.
W Trust Platform Design Suite - =] X
e 5 e i a " seare N\ e N\ e N\ otn N p——

CRUETLUDEIETOMN Home  Usecases  Secure Exchange Process  Configurators  Parts ParametricChart  Learning Center  Utilities

Appication Category v Product Caregor v || provisioning Fo

Firmware Over-The-Air Update with keySTREAM- ATECC608-TMNGTLS

e | © Directory <> Terminal [ Log

Figure-56

« Build the Firmware projects opened using the generated resources and have the HEX images to be
signed and loaded on to the CryptoAuth Pro Trust Platform board.

« MPLAB will open and will have the two open projects

> sg41_sboot - This is the bootloader firmware project
o KTA_FOTA - This is the application firmware project
> Build both the projects by right click on project and hit Clean and Build button

8 MPLAB X IDE v6.20 - KTA_FOTA : default
File Edit View Navigate Source Refactor Production Debu

:El E % L —‘ default

Files | Services | Classes x EIV

Build
Clean and Build
Figure-57

- sg41_sb

« Click again on Proto Provision to create signed components from the generated binaries

® TrustPiatform Design Suite
File Help

Tools

g v

Firmware Over-The-Air Update with keySTREAM- ATECC608-TMNGTLS ®

{3 Firmware @ Directory <> Terminal [ Log.

Cryptographic Asset list ATECCH08.TMNGTLS keySTREAM Firmware Over-The-Air Update

Figure-58

« Provide user Inputs:

o Leave Fleet Profile Public UID, Authorization Token, Signing Key Name, WiFi SSID, WiFi Password
inputs blank to use from the previously generated resources.
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- Component 1 (Bootloader): - Upload the Component 1 (sg41_sboot bootloader) hex file that
was built in the previous step. Please note that the binaries are generated only after the project
has been built, the default location will be:
~/ trustplatform/keystream_fota/firmware/sg41_boot/sg41_sboot.X/dist/default/production .

- Component 1 Info Address (hex): - Each component should include metadata detailing its
version, image address, size, signature locations, and other relevant information. Please specify
the location of this metadata. For this use case, the Bootloader metadata is located at FCOO.

Component 2 (Application): - Upload the Component 2 (KTA_FOTA application) hex file that was
built in the previous step. Please note that the binaries are generated only after the project has
been built, the default location will be: ~/.trustplatform/keystream_fota/firmware/sg41_kta_fota/
KTA_FOTA.X/dist/default/production .

Component 2 Info Address (hex): - Each component should include metadata detailing its
version, image address, size, signature locations, and other relevant information. Please specify
the location of this metadata. For this use case, the FOTA application metadata is located at
7FCO00.

o

o

Notes

o

= Only one of the two components is required; providing either component is sufficient.

= If both Component 1 and Component 2 are provided, they will undergo signing operations,
then be combined into a single image and programmed during proto provisioning.

= If only one component is provided, it will be processed for signing operations but will not be

programmed.

User Inputs & X
Signing Key Name: Signing Key Name

WIFI SSID: WIF1 SSID

WiFi Password: WiFi Password

Component 1 (Bootloader): sg41_sboot.X.production.hex
Component 1 Info Address e

(hex): i

Component 2 (Application): KTA_FOTA.X.production.hex
Component 2 Info Address ‘ 76c00) ’

(hex): &

Figure-59

« Click on Proto Provision to sign the given components using KeySTREAM and save in the Usecase
working directory.
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« To program the components onto the board:

o Click Yes in the pop-up to load the keySTREAM signing public key onto the ATECC608-TMNGTLS
and program the signed components onto the CryptoAuth Pro Trust Platform boards. This is
typically done only for initial components.

Proto Provision

Resources generated, load generated resources into Secure Element?

-3

+ Once the programming process is complete, please launch the Terminal application (e.g.,
TeraTerm) on your computer if it has not been set up initially.

Figure-60

o Connect to the Virtual COM port and configure the serial settings as follows:
= Baud : 115200
= Data : 8 Bits
= Parity : None
= Stop : 1 Bit
= Flow Control : None

> There will be two com ports listed, open both of them on separate TeraTerm windows, the
serial setting are same for both.

= One Virtual COM port and other one as USB Serial Data. Note that this port will only be
available if KTA_FOTA application is executing on the hardware.

* Press the Reset button on CryptoAuth Pro Trust Platform Development Kit

« Review the output message in the console:
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YT COMA46 - Tera Term VT

File Edit Setup Control Window Help

KeySTREAM FOTA Usecase — Bootloader
is successful
47 FD 3E 61

ECC6B8-TMNGTLS Initialization
Serial Number: 61 23 79 5E 69
SHA256 calculation is started
Digest:

41 BF 65 EB F5 F2 E1 30 44 78
B? FC 21 FB 9F 45 3D C8 72 EE
Signature location: Bx7FC30
Signature:

BA EB 11 28 1F 21 9E 8F BB CF
924 D5 AC 92D 8F 32 33 65 FE EC
AD 55 CF CE 95 4A E? C1 E8 @5
98 FE FC 3E 22 EB 6F A1 51 6A

for Bx1008008:8x6FCHA

8C
56

??
34
18
F?

C2
46

E1
2D
82
5B

Applications verified successfully.
Jumping to the application at location
1212131 I8iRI2 2RI iR iR IRIRiR IR IRIRIRIN IR IRISIRNRIRIBN T IRIRR N

Keystream Cloud — debug

C

log

D4
25

36
67
D6
2E

@F
@6

a6
2E
37
E8

BE
38

39
a?
ca
A3

8B
BE

Al
BD
BE
A2

Bx1680080

########################################
_PRO

[APP] : Slot 2 Data: BRUW:SG41

fleet profile matches with current app fleet profile

ktalnitialize
ktalnitialize Succeeded
Calling ktaStartup
ktaStartup Succeeded

Calling ktaSetDevicelnformation
ktaSetDevicelnformation Succeeded
ktaKeyStreamFieldMgmt Start

commlnit aHostlicph.mss.iot.kudelski.com]l port[88]1 uril/
Calling ktaExchangeMessage...

KTA msg generated successfully.

Sending [692] bytes to K

3022ef4678ccB66569hadil ?7800801c?e6970108030f 9c2a3595e92e?3df dB3c

S

Figure-61
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Cetiin Contro Jindo Help

12181812 IR IR IR IR RIS ISR IR IS ISIRIRIRR3i318i8i8i8i8i8i8i0i8i8i8i814
WINCSHA2 Keystream Cloud demo

INC: Device ID = 29c?78653
: Seq No = ffffffel, Uersion = 0003000A, Source Address = 60000000
Firmuare Uersion: 3.0.80 [11:44:48 Oct 17 20241
PDriver Uersion: 3.0.0
Setting REG domain to GEN
Set Reg Domain —-> SUCCESS
[WIFI1:[WIFI] : Connecting to AP : Fulla24

Wi-Fi Connecting to : Fulla24
SYS_WINCS_UWIFI_ConnectNotifyCallback : currentState 2
= Wi ‘1 Connected

DHCP IPv4 : 18.0.6.251

DHCP IPv6 Local : fe80:0:8:0:f65a:6552:e5eB:6118

DHCP IPv6 Glohal: 2607:fea8:c201:4100:38dbh:40d4:c563:94e8
Time UTC : 17515650008

Time: 17:50:00 of 03,07,/2025

SNTP UP — Time UTC : 537132748

Set Reg Domain —> SUCCESS

DNS CALLBACK

DNS Resolved for host ’icph.mss.iot.kudelski.com’ : IP - 63.34.185.186

Copy IP to Keystream huffer

STARTING Cryptoauthlibh
ATCAB INIT PASS

Reading device serial numbher

ATCAB READ SERIAL NUM PASS

Device serial number: 81 23 79 5E 69 47 FD 3E 61

: DNS Resolved for host ’icph.mss.iot.kudelski.com’ : IP -
Reading device serial number

ATCAB READ SERIA

Device serial number: 01 23 79 5E 69 47 FD 3E 41

Running KTA Keystream INIT

KTA Keystrea

==== Sampling Light sensor
———ent Light: 166.5

[APP] : Running KTA Keystream Field
IKTA in E_K_KTA_KS_STATUS_NONE

= Sampling Light sensor
Ambient Light: 146.56 lux

in ACTIVATED State.

= Sampling Light sensor
ient tht: 245.68 ﬂx
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Figure-62

Preparing new Application Image for FOTA update

+ Navigate back to MPLAB X IDE and in the "KTA_FOTA" Project, expand drop-down for the
"app_winc_s02.h" to update APP_VERSION_PATCH as 1

#define APP_VERSION_MAJOR 1
#define APP_VERSION_MINOR 0
#define APP_VERSION_PATCH 1

8 MPLAB X IDE v6.20 - KTA_FOTA : default
File Edit View Navigate Source Refactor Production Debug Team Tools Window Help

ﬁm%@(ydefault J&"@'D"'@'?@'@'?

Projects *.[ Files [ Services [ Classes | = || ] app_wincs02.h x]
i sarce vy W@ B8 (ABFRBE|P & B
(g Header Files
8 app_fiash_testh T ———
(5 awp_wincs02h ] 2
30| ] #include <stdint.h>
http_downloader.h 31 $include <std
- metadata.h 32 #include <std
‘. packs 33 #include <stc
...[T sensors.h 34 #include
G-([EF] Important Files 35 #include
G- (5] Linker Files 36 r #include
& (iF) Source Files 37 ‘
&5 Libraries 3e #define APP VERSION MAJOR 1
-6 Loadables 39 $define APP VERSION MINOR 0
-3 sg41_sboot 40 #define APP_VERSION_PATCH 1 ||
41
Figure-63

« Clean and Build KTA_FOTA application with new version

Q MPLAB X IDE v6.20 - KTA_FOTA : default
File Edit View Navigate Source Refactor Production Debu

ﬁ%b?/@[default

' Projects x| Files [Servncs [Classes | =]
&[4 sg41_sb

Build
Clean and Build
Figure-64

« Create signed components from the generated binary

¥ Trust latform Design Suite - 8 x
File Help
Tools

Webviews

3 (frust Platform Design St

Applcation Category v

Firmware Over-The-Air Update with keySTREAM- ATECC608-TMNGTLS — o e

Cryptographic Asset list ATECCGOB THNGTLS keySTREAM Flmuara Over-The-Air Updata

Figure-65
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* Provide user Inputs:

o Click on reset to clear previous Component selection if exists

User Inputs & X

WiFi Password: WiFi Password

Component 1
(Boozoader): sg41_sboot.X.production.hex

Component 1 Info
Address (hex):

Compon?nt 2 KTA_FOTA.X.production.hex
(Application):

Component 2 Info

FCO0

7FC00
Address (hex):
{3 Proto Provision

Figure-66

o Leave Fleet Profile Public UID, Authorization Token, Signing Key Name, WiFi SSID, WiFi Password
inputs blank to use from the previously generated resources.

- Component 2 (Application): - Upload the Component 2 (KTA_FOTA application) hex file that was
built in the previous step. Please note that the binaries are generated only after the project has
been built, the default location will be: ~/.trustplatform/keystream_fota/firmware/sg41_kta_fota/
KTA_FOTA.X/dist/default/production .

- Component 2 Info Address (hex): - Each component should include metadata detailing its
version, image address, size, signature locations, and other relevant information. Please specify
the location of this metadata. For this use case, the FOTA application metadata is located at
7FCO0.

+ Click on Proto Provision, this will generate the signed Component for the new binary with
APP_VERSION_PATCH set to 1.

« Click No in the pop-up asking to load generated resources into Secure Element.
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Proto Provision

Resources generated, load generated resources into Secure Element?

* The sighed component_02010001.bin and hex will be created in the Usecase working directory
~/trustplatform/keystream_fota .

Figure-67

* Rename (Do not Compress) component_02010001.bin file as component_02010001.zip

Preparing a FOTA campaign in the KeyStream Cloud

+ Go back to the keySTREAM Ul under the FOTA option in the left navigation menu

Figure-68

« In the "Fleet Profile" drop-down menu select the fleet you want to push firmware updates into

COMPONENT VERSIONS CAMPAIGNS

Select a Fleet Profile & Component and define associated Component Versions. Click on a Component Version for uploading binary Packages

elect Fleet Profile

Fleet Profile K43B:FOTAtest Should be User selected Fleet Profile

Figure-69

* Click create a component and "Name" your component as "MCHP-CAL". This is fixed in the
Usecase.
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alll Create Component

Component Name Component Name

Component Type

Component Type BINARY

CANCEL

« Now under Component drop-down menu you should find the component you just created. Select
it

Figure-70

COMPONENT VERSIONS ~ CAMPAIGNS

Select a Fleet Profile & C and define associated C¢

Versions. Click on a Component Version for uploading binary Packages.

Select Fleet Profile
Fleet Profile VIPA:M25_LabManual Should be User selected Fleet Profile

Select Component

Component MCHP-CAL

s

Comp. Version/Component Packages Created Date Action
1.0.0

2025-07-09T19:48:17 -
MCHP-CAL 0 07-09T19:48:17.4412 i

Figure-71

* Press "Create Component Version" and type "1.0.1" and then press "Commit"

+

Create Component Version

Component Version
Componem Version 1.0.1

Figure-72

« Select the paper clip under "Packages" for "1.0.1" to see a window appear to add your package/
firmware. Click on "ADD PACKAGE" button

. Page 42
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VAl Edit Target Component Version 1.0

Component test1
Creation Date
Creation Date 2025-06-10T18:02:47.778Z
Package Name Source Comp. Version Action

No records available.

CANCEL ADD PACKAGE

Figure-73

« Upload the updated firmware image renamed as zip (i.e. component_02010001.zip) and select the
version

Upload Package

Conditional Dependencies:

The Package you upload represents the Target Component Version, which will replace the existing Source Component Version
on devices in the field.

« If you specify a Source Component Version below, the Package will be deployed only to devices currently running this
specified Source Component Version.

* You can define multiple Packages, each targeting a specific Source Component Version. This allows precise control over
updates based on the current software version of each device.

« |f the Source Component Version field is left empty, the Package will be deployed to all devices except those explicitly
targeted by other Packages. This functions as the default Package.

File * Choose File | No file chosen

Source Component Version
(for conditional dependency)

* is required DISCARD

Figure-74

Source Component Version v

« Switch to the "CAMPAIGN" tab in the FOTA menu at the top of the screen
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COMPONENT VERSIONS CAMPAIGNS

Create/Delete Campaigns. Click on a Campaign to edit its properties.
Figure-75

« Create the campaign by clicking "Create Campaign" and click commit once done

Create Campaign

Name

Name * Test
Fleet Profile & Device Group

Fleet Profile & Device Group * 4H6E:uid  Should be User's Fleet Profile ID v
Component

Component * MCHP-CAL v
Component Version

Component Version * 1.0.1 -

Percentage Percentage
State

State * ACTIVE v

Metadata
(base64-encoded binary buffer)

* is required CANCEL m

Figure-76

Metadata

> The percentage represent the percentage of devices of a given fleet you want to push an update
for. It's generally a good practice to update at first a small percentage to ensure there is no
incident and grow the percentage as the confidence level rises. For this Usecase, it can be left
blank.

+ Once you have pressed commit, the firmware over-the-air update is initiated by keySTREAM.
Observing the result of the FOTA by keySTREAM in TeraTerm

* We will now observe the result of the firmware over-the-air update by keySTREAM in TeraTerm.

+ Observe in the bootloader window it will show our MCHP-CAL component and the version we are
downloading, 1.0.1:
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[INFO] Ca111ng ktaExchangeHe sage.
(DEBUG: Storing FOTA metadata for FOTA _Deployment_1.0.1

IDEBUG: Metadata:

EkUG6HLCuSus
e411Qq

Fulll |H| \II[

D6Q J|1_|1J Uvu : } 30y JFSY
mlgxybT I DL 1Mwr: L Jpl ) ! CaqliTu3
kpRLiYgtSLHEHnKaDnAarHa?7bhl1 7781 oriZ2q

21wUd3pUMHJQtuMdY MZ I¥N ; ’ !

xWiHnZEAdFNLap3SwwsN’ w6
| I 1E7 UmuRC

dIU7K

HmZ

[INFO1 KTA msg generated successfully.

[INFO]1 Sending [85]1 bytes to KS
302168717044d017095c001 7000801 c9ea8BP10A405e86eeled2B@5cae57d418457c5f8adB4head?2

133323bg§76ad9e4b993ccfe2d?fb80887f95f897f55b1388b262cﬁf8156d64a34916b21101f3ec9
ed?716%a3fe
[INFO1 KS Resp MSG Length :[37]

[INFO]1 Received from KS :
382268717849e803862d8817888881c9ea80018010283fﬁ3a2ae385e25681h25535a761a56

Figure-77

* You will observe it erase other bank on the PIC325G41 and then it will download this new version
to that bank and validate it before executing it.

+ On the application TeraTerm output, you will observe it is no longer outputting light sensor
readings, but rather the temperature sensor readings.

[APP] : Running KTA Keystream INIT

[APP] : KTA Keystrea

==== Sampling Temperature sensor
erature: 3

Running KTA Keystream Field Mgmt
in E_K_KTA_KS_STATUS_NONE

==== Sampling Temperature sensor
Temperature: 34.31 C

[APP] : Running KTA Keystream Field Mgmt

Figure-78
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* You may also verify your FOTA was successfully deployed by navigating to the campaign window in
the FOTA tab and then after clicking on your campaign, observing the "updated" field saying "1"

Versions Repartition [l =t==#=(Target Version)
Updated 1
Failed 0
Progress On Retry 0
Pending 0
TOTAL 1
Errors
Figure-79

+ This completes the FOTA Usecase steps.

Conclusion

The outlined use case demonstrates the keySTREAM Firmware Over-The-Air Update Usecase with
ATECC608-TMNGTLS. This comprehensive guide covers the setup of the CryptoAuth Pro Trust
Platform Development Kit, the provisioning of an ATECC608-TMNGTLS device, and the generation of
necessary resources. It concludes with the steps to build and program the firmware, ultimately
verifying the successful implementation of keySTREAM Firmware Over-The-Air Update through the
ATECC608-TMNGTLS secure element.
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Microchip Information

The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to
make files and information easily available to customers. Some of the content available includes:

* Product Support - Data sheets and errata, application notes and sample programs, design
resources, user's guides and hardware support documents, latest software releases and archived
software

+ General Technical Support - Frequently Asked Questions (FAQs), technical support requests,
online discussion groups, Microchip design partner program member listing

* Business of Microchip - Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Product Change Notification Service

Microchip's product change notification service helps keep customers current on Microchip
products. Subscribers will receive email notification whenever there are changes, updates, revisions
or errata related to a specified product family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

* Distributor or Representative

* Local Sales Office

+ Embedded Solutions Engineer (ESE)
* Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are
also available to help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip products:

* Microchip products meet the specifications contained in their particular Microchip Data Sheet.
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* Microchip believes that its family of products is secure when used in the intended manner, within
operating specifications and under normal conditions.

* Microchip values and aggressively protects its intellectual property rights. Attempts to breach the
code protection features of Microchip product is strictly prohibited and may violate the Digital
Millennium Copyright Act.

+ Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”. Code
protection is constantly evolving. Microchip is committed to continuously improving the code
protection features of our products.

Legal Notice

This publication and the information herein may be used only with Microchip products, including to
design, test, and integrate Microchip products with your application. Use of this information in any
other manner violates these terms. Information regarding device applications is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. Contact your local Microchip sales office for additional
support or, obtain additional support at www.microchip.com/en-us/support/design-help/client-
support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS 1S". MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE, OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS
USE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO
MICROCHIP FOR THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk, and
the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages,
claims, suits, or expenses resulting from such use. No licenses are conveyed, implicitly or otherwise,
under any Microchip intellectual property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, CryptoMemory, CryptoRF, dsPIC, flexPWR, HELDO, IGLOO, JukeBlox, KeelLoq, Kleer,
LANCheck, LinkMD, maXStylus, maXTouch, MedialLB, megaAVR, Microsemi, Microsemi logo, MOST,
MOST logo, MPLAB, OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer,
QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer,
Tachyon, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip
Technology Incorporated in the U.S.A. and other countries.

AgileSwitch, ClockWorks, The Embedded Control Solutions Company, EtherSynch, Flashtec, Hyper
Speed Control, HyperLight Load, Libero, motorBench, mTouch, Powermite 3, Precision Edge,
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ProASIC, ProASIC Plus, ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, TimeCesium,
TimeHub, TimePictra, TimeProvider, and ZL are registered trademarks of Microchip Technology
Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut,
Augmented Switching, BlueSky, BodyCom, Clockstudio, CodeGuard, CryptoAuthentication,
CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM, dsPICDEM.net, Dynamic
Average Matching, DAM, ECAN, Espresso T1S, EtherGREEN, EyeOpen, GridTime, IdealBridge, 1GaT, In-
Circuit Serial Programming, ICSP, INICnet, Intelligent Paralleling, IntelliMOS, Inter-Chip Connectivity,
JitterBlocker, Knob-on-Display, MarginLink, maxCrypto, maxView, memBrain, Mindi, MiWi, MPASM,
MPF, MPLAB Certified logo, MPLIB, MPLINK, mSiC, MultiTRAK, NetDetach, Omniscient Code
Generation, PICDEM, PICDEM.net, PICkit, PICtail, Power MOS IV, Power MOS 7, PowerSmart,
PureSilicon, QMatrix, REAL ICE, Ripple Blocker, RTAX, RTG4, SAM-ICE, Serial Quad I/0, simpleMAP,
SimpliPHY, SmartBuffer, SmartHLS, SMART-L.S., storClad, SQI, SuperSwitcher, SuperSwitcher II,
Switchtec, SynchroPHY, Total Endurance, Trusted Time, TSHARC, Turing, USBCheck, VariSense,
VectorBlox, VeriPHY, ViewSpan, WiperLock, XpressConnect, and ZENA are trademarks of Microchip
Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered
trademarks of Microchip Technology Inc. in other countries.

GestlC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary
of Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2024, Microchip Technology Incorporated and its subsidiaries. All Rights Reserved.
ISBN: 978-1-6683-0382-5

Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit
www.microchip.com/quality.
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